SOUTH WEST COLLEGE GOVERNING BODY

Minutes of a meeting of the Audit & RiskCommittee
held on Tuesday 21 September 2021 at 3:35 pm
via Microsoft Teams

PRESENT: Ms Siobhan Breen

Mrs Patricia McCaffrey (Chair)
Mrs Joanne Moore
Mr Michael Skuce

IN ATTENDANCE: Mr Gareth Barr, PwC

1.0

2.0

3.0

4.0

4.1

Ms Karen Beattie, NI Audit Office

Dr Jill Cush, Deputy Chief Executive

Mrs Joanne Lucas, Risk & Compliance Officer

Mr Michael McAlister, Chief Executive

Mr lan McCartney, RSM

Mrs Fiona McCauley, Secretary to the Governing Body

Mr Sean O’Donnell, Head of Finance (Iltems 1.0 to 8.Jonly)
Dr Nicholas O’Shiel, Chair of the Governing Body

Mrs Eimear Rushe, Head of Human Resources (Iltem 8.20nly)
Ms Heather Sampson, DfE

APOLOGIES

An apology was tendered on behalf of Ms Emily Mahon, PwC.

CONEFLICT OF INTEREST DECLARATIONS

No conflict of interest declarations were made.

MATTERS ARISING FROM MINUTES OF PREVIOUS MEETING

PREVIOUSLY ISSUED to all members:

1 Paper 03 Minutes of the Audit & Risk Committee meeting held on Tuesday 19
May 2021.

There were no matters arising from the minutes.

INTERNAL AUDIT

PREVIOUSLY ISSUED to all members:

9 Paper04.01 Report on Review of Complaints & Appeals

9 Paper 04.02 Internal Audit Annual Assurance Report 2020/21

9 Paper 04.03 Internal Audit Recommendations Follow Up Report
9 Paper 04.04 Proposed 2021/22 Internal Audit Plan.

Review of Complaints & Appeals

Mr McCartney reported that the review of Complaints and Appeals had been completed
with limited assurance awarded. He noted that a number of areas of good practice had
been identified as well as two medium priority and four low priority areas of weakness.



4.2

4.3

4.4

5.0

6.0

He explained that the limited assurance is a result of the two medium priority findings
which relate to security concerns regarding the storage of documentation and the lack
of retention of a complete audit trail of documentation relating to a number of the
complaints sampled. In response to queries, the Committee was advised that a number
of the recommendations made have already been implemented and that complaints are
overseen by the Risk & Compliance Officer.

Annud Assurance Report

With reference to paper 04.02, Mr McCartney highlighted the overall satisfactory
assurance rating awarded to the system of governance, risk management and control in
the College. He reminded the meeting that five audits had been undertaken in the
2020/21 year with four receiving satisfactory assurance and one receiving limited
assurance.

Internal Audit Recommendations FolloWp Report

Mr McCartney referenced the status of management actions detailed in paper 04.03
and concluded that reasonable progress has been made by the College in implementing
actions to address the recommendations made in 2020/21 as well as those outstanding
from prior years.

Internal Audit Plan 2021/22

Mr McCartney listed the audits proposed for 2021/22 and explained that the Internal
Audit Plan had been developed following a review of the College’s strategic objectives,
risk profile and assurance framework, and remains unchanged from that presented as
part of the three year Internal Audit Strategy, with the exception of an additional five
days for a review of Covid-19 Student Funding Initiatives as mandated by DfE. Mr
McCartney also drew attention to RSM’s Internal Audit Charter including confirmation
of conformance with internal auditing standards and proposed key performance
indicators.

FRAUD REPORT
PREVIOUSLY ISSUED to all members:
9 Paper 05 Fraud Report.

Mrs Lucas provided an update to the March 2021 cyber incident noting that no data had
been exfiltrated and that, as no payments were made, no actual fraud had occurred.

She went on to apprise the meeting of an incident involving a phishing email resulting
in the redirection of the salary of a member of staff. She detailed the actions taken
including notification of the incident to the PSNI and Action Fraud, the development of
a new procedure for handling bank account change requests and refresher training on
phishing.

RAISING A CONCERN REPORT

PREVIOUSLY ISSUED to all members:
9 Paper 06 Raising a Concern Report.

The Raising a Concern Report was taken as read and noted by the Committee.



7.0

7.1

7.2

7.3

7.4

MANAGEMENT REPORT

PREVIOUSLY ISSUED to all members:

9 Paper 07 Management Report

9 Paper07.01 Outstanding Internal Audit Recommendations for 2020-21

9 Paper07.02 Corporate Risk Register 2021 — 22

9 Paper07.03 Corporate Risk Register Review Report

9 Paper07.04 Technical Services Security Report

9 Paper07.05 Direct Award Contracts Report

9 Paper 07.05a Draft Annual Report and Financial Statements 2020-21

9 Paper 07.06 Complaints and Compliments Report 2020 — 21

9 Paper 07.07 Report on Losses 2020-21

9 Paper07.08 Freedom of Information and Data Protection Activity Report
2020 -21

9 Paper07.09 Bribery Act Policy

9 Paper07.10 Special Category Data Appropriate Policy Document

9 Paper07.11 Freedom of Information Publication Scheme.

Audit Recommendations Follow Up ReviewManagement Schedule

Ref: Managementeport section 10 and Paper 80.01

It was noted that an update on the progress of the implementation of internal audit
recommendations had been provided earlier in the meeting.

Internal Audit Plan 2021/22

Ref: Management report section@

It was noted that an update on the Internal Audit Plan 2021/22 had been provided
earlier in the meeting.

Corporate Risk Reqgister Review

Ref: Management Reposection3.0 and Papes07.02 & 0703

With reference to papers 07.02 and 07.03, Mrs Lucas drew attention to the change in
the Corporate Risk Register reporting format, listed the ten highest scoring risks and
identified the Covid-19 pandemic as the dominant risk facing the College. She
commented on the alignment of the most serious risks faced by the College with the top
three global business risks of business interruption, pandemic outbreak and cyber
incidents.

Technical Services Dagecurity Report

Ref: Management Report sectidrd and Paper 07.04

Mrs Lucas reported on resourcing pressures within the Technical Services team due to
the resignations of two Cyber Security Administrators. She added that a recruitment
exercise to fill the vacant posts has commenced and that the services of an external
cyber security consultancy have been procured to provide cyber testing services in the
interim. She also advised that staff are generally successful in identifying phishing
emails, that the email filter system continues to operate effectively and that
procurement of a replacement backup solution is ongoing.



7.5

7.6

7.7

7.8

7.9

Report on Direct Award Contracts

Ref: Management Report Sectio® &nd Paper 005

It was noted that two Direct Award Contracts have been awarded since the previous
committee meeting in May 2021.

Annual Report & Financigtatements 2020/21

Ref: Management Reposection6.0 and Papef7.05a

Mr O’Donnell explained that the Annual Report & Financial Statements 2020/21 are due
for submission for audit on 24 September 2021 and that those presented therefore
remain in draft format. He reported a good financial performance in the year to 31 July
2021 highlighting the receipt of financial support from DfE to meet additional costs
incurred due to the pandemic. He confirmed no major change in accounting treatment
and advised that the Fairview campus has been treated as a surplus asset and that the
Erne campus will be treated as an asset under construction until all outstanding invoices
are received and paid. Mr O’Donnell undertook to make a number of amendments to
the financial statements following suggestions from members.

The Committee Chair made the meeting aware of her review of the financial statements
along with the Chair of the Finance & General Purposes Committee and congratulated
the finance team for successfully preparing the financial statements under difficult
circumstances.

AGREED: approval for the submission of the Annughde& Financial Statements
2020/21, subject tofinalisation, to the Northern leland Audit Office foraudit.

Board Assurance Framework

Ref: Management Repaosection 70

Mrs Lucas explained that the Senior Management Team had considered the
implementation of the Board Assurance Framework proposed by RSM and had
expressed concerns on the resources required to maintain it. She advised that a number
of its principles have now been incorporated into the presentation of the Corporate Risk
Register and that the College will be represented at a sectoral workshop at which the
framework will be explored further.

Complaints and Compliments Repadt020/21

Ref: Management Reposection 80 and Paped7.06

Mrs Lucas informed the Committee that two complaints were received in the 2020/21
year. She went on to report that one had been withdrawn and that the other had not
been upheld following an investigation.

LosseReport2020/21

Ref: Management Reposection9.0 and Pape®7.07

Mr O’Donnell reported that circa £21,000 was written off in 2020/21. He added that
the losses mainly relate to student debt and noted that affordability remains a cause for
concern in the present climate. He confirmed that attempts were made to recover the
debt in line with the Bad Debt Policy and that write off was approved by the Governing
Body and DfE as required.



7.10 Freedom of Information and Data Protection Repd®20/21

Ref: Management Reposection10.0 and Pape07.08

Mrs Lucas quantified the number of Freedom of Information and Subject Access
Requests received in 2020/21 noting the significant increase in the latter due to the EU
Settlement Scheme. She also quantified the number of GDPR breaches reported and
highlighted the policy development in the area of Freedom of Information and Data
Protection.

7.11 Policy Review
Ref:Management Report Ston 110 and Papers 009, (7.10 & 07.11

AGREED: that théBribery Act Policy, Special Category Data Appropriate Policy
Document and FE Sector Freedom of Information Publication Schebe
recommended to the Governing Body for approval.

8.0 DEPARTMENTAL RISK REGISTER REPORTS

PREVIOUSLY ISSUED to all members:

9 Paper 08.01 Finance Department Risk Register Report
9 Paper 08.02 Human Resources Risk Register Report.

8.1 Hnance DepartmenRisk Register Update

With reference to paper 08.01, Mr O’Donnell, provided an overview of the six risks on
the Finance Department Risk Register and detailed the mitigation measures in place in
each case. He highlighted the potential for the accumulation of bad debt from students
due to a number of factors including affordability issues. In response to a query from
the Committee Chair on support from DfE for student debt, he advised that support
funds are available to students and explained that a bid has been submitted for financial
support to meet costs associated with the pandemic noting that any funding secured
may be ring-fenced to be spent on particular items, as was the case in 2020/21.

Mrh Q5 2 yiwAsStiiahked for his contributions and withéw from the meeting at
this juncture.

8.2 Human ResourceRisk Register Update

Mrs Rushe Head of Human Resourcgsined the meeting at this juncture.

With reference to paper 08.02, Mrs Rushe took the Committee through the five risks on
the Human Resources risk register noting that the risks associated with failure to recruit
staff and failure to safeguard staff wellbeing align with those on the Corporate Risk
Register. She then detailed the mitigations in place and highlighted the residual ratings
following mitigations.

In response to questions, Mrs Rushe, supported by Mr McAlister, commented on the
progress of the STS project, reported that the hybrid approach implemented regarding
home and office working has been successful and advised that vulnerable staff are being
protected through a risk assessment process.

Mrs Rushe was thanked for hesresentation and withdrew from the meeting at this
juncture.



9.0

10.0

11.0

12.0

13.0

ANNUAL REVIEW OF AURIRISKCOMMITTEE TERMS OF REFERENCE

PREVIOUSLY ISSUED to all members:

9 Paper09.01 Proposed Audit & Risk Committee Terms of Reference
9 Paper 09.02 Summary of Proposed Amendments to Audit & Risk
Committee Terms of Reference.

Mrs McCauley highlighted the proposal to make an addition to the Terms of Reference
to reflect the Committee’s responsibilities for ensuring that effective risk management
processes are in place and reviewing the College’s Corporate Risk Register.

AGREED: that the revisedudit & Risk CommitteeTerms of Reference &
recommended to the Governing Body for adoption.

DRAFT PROGRAMME OF GOM EE BUSINESS2Q2

PREVIOUSLY ISSUED to all members:
Paper 10 Draft Programme of Audit & Risk Committee Business 2021/22.

AGREED: acceptance of the proposed programme.

ANY OTHER RELEVANT BUSINESS

No further business was raised.

REVIEW OF OUTSTANDING ACTIONS

PREVIOUSLY ISSUED to all members:
1 Paper12 List of Outstanding Actions

It was agreed that the action regarding the review of the Board Assurance Framework
be retained pending consideration of the further information to be provided at the
sectoral workshop referred to in item 7.7.

REFLECTION ON EFFECTIVENBMEEFDING

Members conveyed their satisfaction with the proceedings of the meeting.

Ms Beattie, MsBreen and Mrs Lucas withdrew from the meeting at this junctuiiéhe meeting
then went into confidential session andoncluded at.10pm.

CONFIRMED AND ADOPTED BY THE GOVERNING BODY AT A MEETINGEINES DAY
17 NOVEMBERD21

CHAIRMAN DATE




APPENDIX A

SUMMARY OBUTSTANDING ACTIONS

Meeting Date | Minute Ref | Action

04/11/2020 5.0 Management to review the proposal of a Board
Assurance Framework in terms of added value and
resource.

10/02/2021 10.0 Board Assurance Framework to be reviewed by
Senior Management in September 2021.

21/09/2021 7.7 Board Assurance Framework to be considered

following sectoral workshop.




